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OBJECTIVES 

The workshop will bring together participants from the scientific, federal, and commercial sectors 

involved in underwater technology and in particular underwater wireless communications and 

networking. By engaging experts, practitioners, students, and end-users, the workshop’s goal is to 

develop an application-driven strategic plan for future directions in underwater communications 

and networking that will serve the needs of industry, academia, and government agencies. 

 

 

 

IMPORTANT DATES 

Abstract submission deadline: February 2, 2018  

Last day for non-presenters to register online: February 12, 2018 

Last day for hotel room special rate: February 19, 2018 

Workshop dates: March 19-20, 2018 
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Mobile Sensor Network for Acoustic Communication and Networking 
 
Fumin Zhang, Professor, School of Electrical and Computer Engineering, Georgia Institute of 
Technology. 
	
The Ocean is playing an ever more important role for the future of mankind. Larger variety of 
marine robots have been developed and commercialized during the last three decades. These 
robots may serve as networked mobile sensing platforms that are able to collect data in the 
maritime environment in unprecedented ways. It has been recognized that an underwater mobile 
sensor network needs acoustic communication and networking to support real time data transfer 
among the mobile nodes. However, real-time data transfer among mobile nodes is still facing 
great technical difficulties because motion, communication, and sensing in an underwater 
environment are tangled with each other. Significant progress for mobile communication and 
networking cannot be achieved by only focusing on underwater communication alone.  
 
We envision a co-design approach where a mobile sensor network is able to measure acoustic 
communication signals and then design its motion based on such measurements. Two design 
goals should be considered. First, the measurements should provide an estimation of the spatial-
temporal statistics of the acoustic channels among the nodes in the network. Second, the motion 
of the nodes should be coordinated to achieve superior communication performance among the 
nodes. If these design goals were accomplished, the mobile sensor network would reconfigure 
itself to ensure a desired quality of service for the network autonomously.  
 
As the research communities are gradually embracing this co-design philosophy, integration 
among expertise in underwater robotics, communication, networking and signal processing starts 
to emerge. Among the large collection of interesting problems in this new research domain, we 
will review and explore the following selected problems associated with the co-design: 
• We will review cooperative filtering and Lagrangian data assimilation techniques needed so 

that a spatial-temporal mapping of acoustic signal strengths can be constructed. Then the 
placement of the mobile sensing nodes can be determined to reduce the uncertainty in this 
map. 

• We will review traversability analysis and introduce distributed path planning algorithms to 
design the trajectories of the robots to overcome flow field in order to reach the desired 
location for better acoustic communication. The estimated channel quality will be used to 
guide a data compression algorithm to determine how much information can be shared 
transmitted between nodes.  

• We will review cooperative control laws to achieve desired formations of underwater robots 
to support networking topologies such as line shapes and star shapes. Control laws that are 
able to tolerate the long time delays and the low data rates will be discussed. We will also 
discuss the tight connections between cooperative control and cooperative localization. 

• We will emphasize the great need for cost effective testbed to support the integrated research 
in underwater environment. We will introduce the Georgia Tech Miniature Underwater 
Robots (GT-MUR) with integrated acoustic modems. GT-MUR have been deployed to 
collect acoustic communication data in water tanks and swimming pools and have 
experienced similar challenges in communication as underwater robots deployed in natural 
environments.  



Underwater Robot Swarms and the Challenges for UW Communication 
Jules S. Jaffe 

Scripps Inst. of Oceanography, La Jolla, CA 92093-0238 
 
 
Abstract: 
 Over the last decade my group has been working on both underwater (UW) sensing systems and the 
development of swarms of underwater vehicles, mainly for obtaining environmental information.  Our 
current system does not employ inter-robot communication however; plans for future generations that do 
employ inter-robot and robot-human communication are an 
important aspect of our future.  In this talk, I will summarize 
the current state of our work in swarm development and 
indicate cate areas that I think will benefit greatly from the 
development of more advanced UW communication. Figure 1 
contains a picture of our robot swarm as visualized by a 
graphic artist, the article in which we reported our work was 
in Nature Comms.,(http://dx.doi.org/10.1038/ncomms14189). 
Here I indicate several areas that would benefit from UW 
comms related to swarm sensing. 
 The first, and perhaps most obvious area is navigation 
and control.  So, for example, in our own localization scheme 
our UW vehicles were geo-located via a scheme that employed 
surface floats and relative time delays between receivers so 
that the robot positions could be inferred.  As one options if 
the robots had knowledge of their own position and that of 
others, their responses to a variety of interesting tasks could 
be coordinated.  Coding of the surface transmissions would 
allow them to compute their own position.  From that, they 
could then relay that information to their own cohort, allowing 
each robot to have knowledge of the location of the swarm.  
This information could then be used to activate a variety of 
schemes such as inter-robot distances for sampling and or 
other needs that require some degree of 3D configuration 
 Another area is that of relaying sensor information 
and its use in alerting a swarm that something interesting is 
happening so that an adaptive response can be implemented. For military uses this could be the presence of 
threats like UW explosives. In the case of environmental monitoring, the ocean is populated by organisms and 
features that are episodic and transient.  Thermal vents, whale carcasses and a variety of other benthic 
features are possible.  Colonies of organisms that need to be sampled for environmental monitoring could 
require multiple vehicle transects that are adaptively configured, especially if there is movement.  Automated 
recognition of either acoustic or image content would allow autonomous swarms to determine if their target 
surveys are being directed to the hoped-for mission goals.  The newest versions of multi-core GPUs are 
permitting more intelligent classification to be accomplished in near real time. This will permit ever more 
specificity in spatial and temporal sampling. 
  

Figure 1: An artist’s conception of our 
underwater swarm located off Torrey Pines in 
La Jolla, CA.  The swarm was deployed in 2015. 

http://dx.doi.org/10.1038/ncomms14189


Demonstration of a Real-Time 1-km, 100-kbps Subsea Acoustic Communication for Oilfield Applications 

Julius Kusuma, Arnaud Jarrot, Arnaud Croux, Andriy Gelman, and Gloria Choi, Schlumberger  

A high-bit-rate subsea wireless link over relevant distances is needed for the offshore oilfield domain to 

enable subsea wireless drones and sensor networks. However, deployment of such technologies must 

consider the benefit, cost, and risk to both capital and operational expenditure (capex and opex). 

Reliability and scalability of such systems are important. Reliability requires appropriate models to 

simulate deployment of the system in relevant environments. Scalability requires high bandwidth over 

relevant distances determined by the locations and layout of oilfield assets to send relevant data, such as 

video and sonar, and to ensure future utility.  

We launched a research and development program to address these challenges and demonstrated a real-

time 1-km, 100- kbps subsea acoustic communication over a horizontal channel. This was conducted in 

October 2017 in Buzzards Bay off Cape Cod, Massachusetts, in collaboration with the Woods Hole 

Oceanographic Institute. The experimental system was developed over a 12-month period, starting from 

a room acoustic system to a laboratory tank test system to a field-capable system. This highly flexible 

software-based system is being further developed for oilfield applications.  

System Overview and Development 

The receiver algorithm was based on the work of Stojanovic and Zvonar (1996). To accelerate 

development, we used a software-defined radio system that we evolved over several phases with 

increasing development of acoustic enablers.  

 

Figure 1: Outline of development steps. 

Throughout this development, we simultaneously increased the sophistication of the algorithm, improved 

the implementation efficiency of the software, and developed further acoustic transducers and sensors. 

Initial versions heavily used GNU Radio, starting with the built-in linear equalizer with least-mean-square 

(LMS) adaptive algorithm. Further versions used a decision feedback equalizer, first with LMS and later 

with RLS algorithms. We further leveraged proprietary algorithms and software that were originally 

developed for subsurface communication systems (Jarrot, 2018). We outline the system evolution in 

Figure 1 and show pictures of the three systems in Figure 2.  



 

Figure 2: Pictures of the laboratory setup of the three development systems. 

Experimental Setup & Results 

Two surface vessels were used in the experiment. The transmitter system used an AIRMAR 25 to 45 kHz-

B transducer, and the receiver system used a set of four digital hydrophones. Despite challenging weather 

conditions, including 12-knot winds, we obtained reliable video decoding as shown in Figure 3.  

   

Figure 3: Screen captures of real-time video demodulated during experiment. 

Closing Remarks and Future Work 

We are committed to further development, including algorithm development; compression for video, 

sonar, and lidar data; and modeling tools to simulate system deployment. We have received great support 

from the Applied Ocean Physics & Engineering team at the Woods Hole Oceanographic Institute, to whom 

we owe deep gratitude.  
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Recent Technological Trends in Underwater Acoustic Communications 

Pierre-Philippe J. Beaujean  
Florida Atlantic University, Department of Ocean and Mechanical Engineering 

SeaTech, 101 North Beach Road, Dania Beach, Florida 33004 USA 
 
Underwater acoustic communication technology is becoming more mature and is increasingly used 
in the marine industry, scientific community and in the military.  The author enquires about the 
latest developments produced by the academia, and identifies new technological trends in this 
field.  The latest trends in point-to-point communications, multiple-input multiple output 
technology and underwater acoustic networking are reviewed. Underwater acoustic 
communications technology has become a ubiquitous part of undersea operations.  Oil and gas 
industry, military, fishing industry, as well as scientific and recreational communities use 
underwater acoustic modems produced by a well-established industry.  Underwater acoustic 
modems are routinely used to communicate with submarines, Unmanned Underwater Vehicles, 
sensor nodes and divers, to name a few examples.  The scientific community has also looked into 
acoustic methods to communicate with marine mammals.  Biomimetic technology has also been 
explored to reach new levels of performance and covertness.  Some recent developments show 
that an acoustic modem buried in sediment can communicate with an acoustic modem in the water 
column.  In many ways, the field of underwater acoustic communications has matured.  Over the 
years, the user community has come to realize that: (1) underwater acoustic modems cannot 
perform evenly in every possible situation; (2) different types of underwater acoustic modem are 
best suited for different types of operations and environments; (3) the user must carefully select 
the type and amount of information transmitted prior to any operation, as underwater acoustic 
modems have limited bandwidth and occasionally fail to transmit information. 
There have been numerous publications and conferences reviewing the state-of-the-art in 
underwater acoustic communications in the past 30 years, showing the evolution of this 
technology.  The focus of this article is on the latest academic trends in underwater acoustic 
communications research, as they usually provide a fair picture of future commercial products 
used by science and industry. Nowadays, the underwater acoustic communication community 
evolves in new ways, for reasons mainly associated with cost, performance and data transfer 
reliability:   (1) the lion share of academic innovation lies in underwater acoustic networking and, 
to a lesser extent, in improvements to point-to-point communications;  (2)  despite efforts by part 
of the community to agree on a standard and a common language that would allow various 
underwater acoustic modems to interoperate, there is very limited interoperability between 
underwater acoustic modems competing commercially;   (3)  as assured communications is 
becoming ever more critical, underwater acoustic modems are becoming an integral part of a larger 
scheme of wireless underwater communications technology using optics, magnetics and acoustics;  
(4) underwater acoustic modems are increasingly becoming an integral part of a sensor package. 

Overall, it clearly appears that underwater acoustic communication technology is still evolving at 
a rapid pace, especially in the field of underwater acoustic networking and, to a lesser extent, in 
point-to-point communications.  In particular, the research community is developing new tools 
designed to find a balance between the power consumption of the overall network and the data 
throughput.   
 



Three Little Things (and the Big Good Feedback) 
 
Milica Stojanovic  
 
The quest for acoustic communication began from a need to send data from 
submerged instruments to an operator on land. From the first, simple and robust 
systems that were developed to serve this need, it has evolved into an ever-more-
complex series of sophisticated signal processing algorithms whose complexity is at 
times not only mind-boggling, but of questionable practical significance. In this talk, 
I will address three different techniques, all geared towards simplifying the 
seemingly impossible task of designing an efficient acoustic link. One technique 
targets differentially coherent detection to eliminate the need for complex 
equalization; another targets an acknowledgement mechanism for reliable 
communication over a half-duplex long-delay link, and the third advocates the use of 
directional transmission. While simple in their essence, some of these techniques 
rely on acoustic feedback, whose real-time demonstration emerges as the next 
frontier in deployment of practical underwater systems.  
 
 



Environmentally Adaptive Acoustic Sensing, Navigation and 
Communication in the New Arctic  

 
Henrik Schmidt 

Massachusetts Institute of Technology 
Cambridge, MA 02139 

 
Abstract 
 
The dramatic effect of climate change to the Arctic is well established, and the 

significance to undersea operations can be severe. For example, the recently 
discovered “Beaufort Lens” associated with warm water penetrating from the Bering 
Strait, which creates a distinct double-duct propagation environment has provided 
both new obstacles, but also opportunities for under-ice acoustic sensing, 
communication and navigation.  As part of the recent ICEX16 US Navy Exercise in 
the Beaufort Sea, MIT deployed an autonomous underwater vehicle with a towed 
hydrophone array below the ice cover for assessing the climate induced changes to 
the undersea ambient noise environment. The safe underwater operation depended 
on navigation updates from the submarine tracking range being communicated to 
the vehicle for fusion with the onboard inertial navigation. However, the changes in 
the environment severely deteriorated the tracking performance compared to 
previous deployments, due to the presence of the double-duct, creating a “mini-
convergence zone” environment for shallow sources and receivers, severely 
affecting both manmade transmissions and ice-generated ambient noise. In addition, 
the dominant ice mechanical sources for the ambient noise has dramatically changed 
due to the reduced average thickness. As a combined effect of these environmental 
changes, the spatial and temporal signal/noise budget is fundamentally changed, 
characterized by robust environmental features that may be exploited by unmanned 
underwater vehicles. This paper describes the effects observed and discusses how 
robust acoustic connectivity in this environment makes it paramount that the manned 
or unmanned under-ice platforms are capable of using their mobility to adapt to the 
environment for reliable sensing, communication and navigation. [Work supported 
by ONR Code 322OA and DARPA STO]. 

 
 

 



Acoustic Communications: from cm to km and bps to Gbps 

 

Andrew Singer, University of Illinois at Urbana Champaign 

 

This talk will cover several experimental results and the challenges that arise in applying the 

basic concept of acoustic communications to vastly different media and operating conditions. 

Specifically, results obtained from state-of-the-art ultrasonic communications over distances of 

100 m at data rates in excess of 1Mbps will be described, along with the unique challenges that 

such high data rates impose in any subsea application, for which traditional Doppler 

compensation techniques are wholly inadequate. A sample-by-sample time-scale projection 

method was developed for streaming video and data applications and other ultra-high bandwidth 

applications for mobile subsea operations.  The methods developed for synchronization, 

resampling, and link maintenance provide a basis for adaptive detection, tracking, and of 

acoustic communications signals with substantially more bandwidth than traditionally used in 

underwater acoustic communications.  Coding and spreading techniques enable trading 

bandwidth for source-level, enabling dramatically reduced power-radiating envelope, for short-

range, spatially-contained communications.   Over much shorter distance scales, even more 

acoustic bandwidth is available, and data rates in excess of 300 MB/s have been achieved. 

Difficulties in such applications arise due to the nonlinearities excited in both the medium and 

potentially the transducers owing to the extremely wide bandwidths of operation. For potential 

biomedical applications, acoustic communication methods have been successfully used to 

transmit data in excess of 30 Mb/s through animal tissue. Challenges in such applications include 

not only nonlinearity- and Doppler-compensation, but also reverberation and scattering off bone 

and other materials in vivo. A final application that will be discussed is the use of dramatically 

lower bandwidth acoustic communications methods for through-soils and through-sands 

experiments with application to various geotechnical projects. Attenuation, coupling, and 

excitation pose substantive challenges for such applications. 



Abstract 

Desirable Capabilities for Underwater Acoustic Communications 

Dale Green, Chief Scientist, Teledyne Benthos (Retired) 

daleg141@gmail.com 

Over many years of designing and working with underwater acoustic communications, a number of 

deficiencies in algorithms, physics, and technology have presented themselves.  This talk provides a very 

brief overview of seven such deficiencies, presented with the purpose of soliciting interest at the 

academic level in providing improved capabilities to the wider community: 

1) Adaptive power control – how to monitor local, time varying ambient background noise to 

provide optimal SNR at a remote modem. 

2) Better definitions of user-friendly performance terms.  For example, Eb/No is of little practical 

use -how does one describe SNR in more measurable ways?  BER is likewise both incorrect and 

of limited use in describing overall modem performance – how best to describe modem 

performance? 

3) Development of a simple propagation model which can be implemented on a small DSP 

platform which will help to optimize the range/depth placement of modems. 

4) Development of lightweight energy absorbing materials to reduce penetrations and reflections 

of acoustic signals, especially around transducer placement regions on UUVs. 

5) Effective sparse tap placement for equalizers. 

6) Network performance is usually presented as a solution without an application.  Can we first 

describe practical CONOPS, and then describe network algorithms which optimize the use of 

acomms for those particular applications? 

7) ACOMMS have been in use long enough that standards are needed.  How might NSF further the 

develop of acomms standards that the wider (commercial) community could adopt?  What 

lessons are available for developing modem standards? 
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Acoustic Communications Testing:  
Why it is Still Difficult to Compare Results and What Can be Done to Improve the Situation 

 
Lee Freitag 

Woods Hole Oceanographic Institution 
Woods Hole, MA 

lfreitag@whoi.edu; 508-289-3285 
 

Abstract – The goal of being able to compare acoustic communications test results between different 
organizations that work in different environments remains elusive even after many decades of what can 
be described as modern research. There are many reasons for this, most of which are very challenging to 
address because of difficulties in replicating tests done in-water, but they need to be addressed for the 
field to continue to grow and mature. 
 Several approaches should be taken to increase the likelihood that experimental results can be 
compared, and they should begin with use of standardized channel models for initial development prior to 
sea trials. Channel models may begin with ray tracing to identify paths in specific environments, or use 
measured channels that have been characterized and contain identified paths that have traversed different 
parts of the water column. A number of methods for creating test channels have been proposed and 
documented, and these models can and should be used prior to any in-water testing. An important part of 
future research efforts should be to make these models accessible in multiple forms (different software 
implementations) and also to provide reference implementations for typical receivers (OFDM and single 
carrier PSK). 
 The use of standard models will allow comparison of methods and results, but the problem 
remains of comparing in-water test results. There are so many variables that affect channel propagation 
that it is nearly impossible to replicate results, even in the same place, with the same equipment. This is 
because the environment changes over time scales that can be quite short, and even positioning 
transducers can be difficult to do exactly the same way twice, in particular in open water with moving 
platforms.  
 Two approaches are proposed. One is to attempt to collect signals from both existing experiments 
and new ones, and create a library of canonical data sets that can be shared by multiple researchers so that 
they can be used to test different types of receivers. There are a significant number of tests that have been 
funded by NSF and ONR that can be catalogued and used for these shared data sets, if appropriate 
metadata is collated and made available. There can be significant effort involved in storing, serving and 
answering questions about particular data sets, but creating these libraries will be less expensive than 
performing new tests. 
 The second approach involves managing new tests and attempting to collect standard signals that 
can be used for characterization and channel identification. When fresh experiments are performed to 
explore new propagation channels and to test new modulation and coding, if the same type of signals are 
collected as in previous tests, then they can be analyzed in the same way, both to estimate the statistical 
parameters and to measure the performance of a set of receivers in this new channel. While this idea is not 
new, and many researchers utilize this approach in their own work, what has been missing is a way to 
select from many possible signals and create a benchmark set that can be used in many experiments by 
many researchers. 
 In summary, the NSF Workshop on Underwater Wireless Communications and Networking will 
provide an excellent venue to discuss these and related ideas that will help to improve how researchers 
collaborate and build upon previous experiments and design new ones, while also tying the results to 
common benchmarks to enable performance comparisons. 
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CMRE’s Research and Development in 
Underwater Communications 

 
João Alves 

Principal Scientist / Project Leader – Underwater Communications 
joao.alves@cmre.nato.int ;  

NATO STO Centre for Maritime Research and Experimentation 
 

Abstract 
The unique nature of an institution like CMRE (which operates as a science and 
technology hub for 29 Nations with diverse academic industrial and military 
environments) strongly shapes its delivery focus. In this communication, the current 
organization of CMRE’s R&D efforts in underwater communications is presented. 

CMRE’s R&D efforts in digital underwater communications and networking reflect the 
specific requirements of NATO’s Science and Technology Organisation (STO). Those are 
stated as “organizing and conducting scientific research and technology development 
and deliver innovative and field-tested S&T solutions to address the defense and security 
needs of the Alliance.” 

It’s clear that CMRE’s scope of work is (and should be) bound by the mission stated 
above. CMRE’s contributions to underwater communications R&D must also be tailored 
in such a way that allows space for the National developments and contributes to a wide 
consensus within the Alliance.  

The underwater communications program of CMRE is based on three main pillars. These 
are smart adaptation, security, and interoperability. Those pillars contribute to different 
delivery areas that range from technology outputs (feeding the different AUV-based 
programmes at CMRE) to interoperability standards (like JANUS) and new concepts of 
operation. 

In terms of smart adaptation CMRE developed from scratch an architectural 
communications backbone. This is, in practice, an implementation of a communications 
stack organized in such a way that allows cross-link and host system information to be 
shared as available. Additionally, the layers are protocol hosts that function as arbitrators 
in order to select in real-time what is the best fit solution for the current mission 
conditions (channel, energy budget, QoS requirements, etc.). CMRE has also developed a 
physical layer arbitrator module capable of choosing the best fit modulation and coding 
scheme (from a menu of available ones in the system) given the specific channel 
conditions. While the topic of adaptive modulation is not new, this approach has the 
benefit of detaching the protocol from the arbitration, allowing individual protocols to be 
proposed by different contributors. 

In terms of security CMRE’s work focuses on basic research of novel key management 
techniques, cryptography and low-probability of detection waveforms. These will feed 
into common efforts (already being pursued by some Nations) to establish common 



secure underwater communications frameworks. And provide secure connectivity from 
the subsea domain to the command and control (C2) systems. 

The two pillars mentioned above are complemented by interoperability. CMRE, with the 
help of a wide network of industry academia and National research centers was 
successful in promulgating the first ever international standard for digital underwater 
communications. CMRE is currently supporting JANUS adoption and is in the process of 
compiling proposal for a specification revision. Besides JANUS, the work developed in 
security and smart adaptation has immense potential to feed future standardization 
tasks.  

 



Channel Simulators are critical: why they fail, and what we have to do about it. 

 

 

Grant Deane  

Scripps Institution of Oceanography  

 

  

Abstract: Ocean channel simulators are crucial to the development of efficient and reliable 

acoustic communications; field experiments are expensive, and the number of transmission 

geometries and ocean states inexhaustible. Ocean acoustic propagation is a classical and well-

studied problem, so given the strong motivation for simulators, why is their development so 

difficult?  The answer lies not so much in coding the physics of propagation and scattering 

(although problems do remain) as in the difficulty of obtaining the environmental information 

required for high-fidelity performance.  Simulators tuned using experimental data outperform 

those constrained with measurements of the environment.  Two possible solutions to this 

problem are: 1. Develop high-fidelity models of small-scale physical processes in the channel 

using gross drivers, such as wind speed and surface mixing and 2. Exploit spatial and temporal 

structure in the ambient noise field, measurable in real time during intervals of modem 

quiescence, to determine channel properties such as wind speed and geophysical structure of the 

sea floor.  These ideas will be described along with the NSF-funded construction of a large-scale 

ocean simulator suitable for developing channel physics of the air-sea interface: the Scripps 

Ocean-Atmosphere Research Simulator (SOARS). 

 

 



 

Underwater Acoustics Communication and Networking in the Canadian Arctic – Current Efforts and 

Challenges 

S. Blouin 

Defence R&D Canada (DRDC) – Atlantic Research Centre 

Asbtract 

This talk will present on-going research efforts, applications to the military domain, and future 

deployment activities related to underwater acoustics in the Canadian Arctic Archipelago and its 

approaches. On-going applications for underwater acoustics include ambient noise characterization, 

navigation, communication, networking, and sensing, with the last three being the primary focus of this 

talk. 

There are a few on-going multi-million dollar research programs in Canada related to Artic surveillance 

Many of those programs involve Defence R&D Canada (DRDC). In the underwater domain, DRDC Atlantic 

plays an important role by conducting studies, developing equipment, and managing research contracts 

on related topics. All these efforts will culminate during a sea-trial Arctic demonstration planned for the 

summer of 2019 and conducted by DRDC Atlantic. Key aspects of this upcoming deployment will include 

underwater communication, networking, and sensing.  

This presentation will cover three key aspects being: (a) results from recent studies, (b) equipment being 

developed, and (c) some deployment details about the 2019 sea-trial. The current objective with 

underwater communication is to robustly maintain 100-to-400 km links between assets. Such links must 

be established between long-endurance battery-powered platforms. The recent studies discussed here 

relate to underwater communication and network design. The outcome of these trade-off studies 

indicates the preferred frequency band and modulation scheme(s) for operating a communication 

network in the Arctic region. The underwater equipment presented during this talk includes a towed 

array, an underwater vehicle, a low-frequency acoustic source, and a network of intelligent underwater 

nodes. This talk will also review some of the main constraints impacting equipment and network design 

options. 

The talk will conclude by summarizing current and future challenges.   

 



Collaborative	  localization	  for	  
underwater	  communication	  networks	  

	  
João	  Gomes	  

Institute	  for	  Systems	  and	  Robotics,	  Instituto	  Superior	  Técnico,	  University	  of	  Lisbon,	  Portugal	  
	  
Location	  services	  are	  one	  of	  the	  fastest	  growing	  segments	  within	  IT	  giants	  such	  as	  Google,	  Apple	  
or	  Microsoft.	  This	  trend	  is	  largely	  driven	  by	  efforts	  to	  provide	  added-‐value	  services	  to	  consumers	  
through	   their	   almost	   omnipresent	   smartphones	   that	   complement	   the	   core	   functionality	   of	  
communication	  networks.	  Indoor	  localization	  and	  navigation	  must	  rely	  on	  spatial	  cues	  other	  than	  
GPS	  and	  may	  be	  notoriously	  tricky,	  depending	  on	  what	  measurements	  and	  aids	  are	  available	  in	  
the	  network	  [Schneider13,	  Lymberopoulos17].	  R&D	  in	  terrestrial	  localization	  technologies	  is	  also	  
driven	  by	   advances	   in	  wireless	   sensor	  networks	   and	  networked	   cyberphysical	   systems,	  where	  
again	  GPS	  may	  be	  unavailable	  but	  data	  collected	  by	  any	  static	  or	  mobile	  agent	  must	  nonetheless	  
be	  properly	  georeferenced.	  
	  
The	  above	  trend	  towards	   integration	  of	  agents	  that	   interact	  with	  each	  other,	  with	  the	  network,	  
and	  with	  the	  physical	  world	  to	  carry	  out	  complex	  tasks	  is	  also	  seen	  in	  underwater	  applications.	  In	  
this	   context,	   positioning	   in	   the	   harsh	   and	   GPS-‐denied	   underwater	   environment	   is	   no	   less	  
important	  than	  in	  terrestrial	  settings.	  Localization	  of	  underwater	  agents	  or	  sources	  with	  respect	  
to	  a	  set	  of	  reference	  points	  with	  known	  position,	  often	  known	  as	  anchors,	  has	  a	  long	  history.	  In	  
vehicle	  navigation	  or	  other	  cooperative	  scenarios	  it	  is	  often	  accomplished	  using	  specialized	  long,	  
short	  or	  ultra-‐short	  baseline	  positioning	  systems	  [Paull14].	  
	  
While	   most	   of	   the	   published	   work	   on	   underwater	   localization	   focuses	   on	   determining	   the	  
position	  of	  a	  single	  agent,	  collaborative	  localization,	  where	  multiple	  agents	  interact	  to	  jointly	  and	  
accurately	  determine	  their	  positions	  with	  respect	  to	  each	  other	  and	  to	  a	  set	  of	  anchors,	  is	  gaining	  
increasing	   relevance	   when	   teams	   of	   agents	   are	   involved	   in	   the	   execution	   of	   a	   mission.	   As	   in	  
indoor	   localization,	   it	   is	   desirable	   that	   the	   communication	   infrastructure	   that	   supports	  
collaboration	  may	  be	  used	  to	  provide	  the	  required	  spatial	  cues	  for	  positioning	  without	  additional	  
equipment	  like	  LBL/SBL/USBL.	  This	  includes	  acoustic	  ranging,	  but	  possibly	  other	  measurements	  
of	   opportunity	   for	   specific	   communication	  modalities.	   For	   example,	  when	   optical	  modems	   are	  
used	  it	  may	  be	  possible	  to	  measure	  relative	  bearings	  between	  agents.	  
	  
This	   presentation	   will	   address	   some	   of	   the	   challenges	   and	   issues	   for	   enabling	   collaborative	  
location	   services	   in	   underwater	   communication	   networks.	   The	   main	   focus	   is	   on	   optimization	  
algorithms	  that	  can	  efficiently	  compute	  the	  joint	  set	  of	  agent	  positions	  from	  spatial	  cues,	  namely,	  
convex	   formulations	   that	   tightly	   approximate	   the	   (non-‐convex)	   maximum-‐likelihood	   problem	  
based	   on	   hybrid	  measurements	   of	   pairwise	   ranges,	   bearings,	   and	   local	   inertial	  measurements	  
[Soares17,	  Soares17b].	  Not	  only	  do	  these	  algorithms	  provide	  highly	  accurate	  estimates,	  they	  are	  
also	   parallel	   and	   thus	  matched	   to	   a	   distributed	   network	   context.	   Unlike	   some	   existing	   related	  
approaches,	   these	  algorithms	  have	   few	  and	  easily	   tunable	  parameters,	  which	  provides	  a	  major	  
practical	  advantage.	  The	  requirements	  in	  terms	  of	  anchors	  are	  discussed,	  as	  well	  as	  issues	  related	  
to	  the	  efficient	  acquisition	  and	  sharing	  among	  agents	  of	  measurements,	  as	  the	  severe	  bandwidth	  
constraints	  of	  underwater	  acoustic	  channels	  discourages	  schemes	  based	  on	  exhaustive	  pairwise	  
communication	  that	  are	  commonly	  used	  in	  terrestrial	  radio	  applications.	  
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Reliable Underwater Acoustic Video Transmission  
Towards Human-Robot Dynamic Interaction 
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In the past decade, underwater communications have enabled a wide range of 
applications; there are, however, novel underwater monitoring applications and systems 
based on human-robot dynamic interaction that require real-time multimedia acquisition 
and classification. Remotely Operated Vehicles (ROVs) are key instruments to support 
such interactive applications as they can capture multimedia data from places where 
humans cannot easily/safely go; however, underwater vehicles are often tethered to the 
supporting ship by a fiber cable or have to rise periodically to the surface to communicate 
with a remote station via Radio Frequency (RF) waves, which constrains the mission. 
Wireless acoustic communication is the typical physical-layer technology for underwater 
communication because of the high medium absorption of RF and of the scattering 
problem affecting optical waves underwater. However, video transmissions via acoustic 
waves are hard to accomplish as the acoustic waves suffer from attenuation, limited 
bandwidth, Doppler spreading, high propagation delay, high bit error rate, and time-
varying channel. For these reasons, state-of-the-art acoustic communication solutions are 
still mostly focusing on enabling delay-tolerant, low-bandwidth/low-data-rate scalar data 
transmission or at best low-quality/low-resolution multimedia streaming in the order of 
few tens of Kbps.  

Hence, the objectives of our research program are: (1) To design novel 
communication solutions for robust, reliable, and high-data rate underwater multimedia 
streaming in the order of hundreds of Kbps; (2) To investigate the problem of integrating 
communication methods available in multiple environments on an innovative software-
defined testbed architecture integrating Acoustic Vector Sensors (AVSs) that will enable 
processing-intensive physical-layer functionalities as software-defined, but executed in 
hardware that can be reconfigured in real time by the user based on the Quality of 
Experience (QoE). Specifically, by exploiting multiple-antenna arrays and AVSs, we 
propose a novel physical-layer solution to boost the data rate for underwater acoustic 
transmission so as to transfer high-resolution video underwater. By following a novel 
probabilistic approach, we plan to design an efficient MAC-layer solution to share 
reliably the space among the steered vehicles by using AVSs so as to reduce the acoustic 
interference. The quality of multimedia delivery is improved by applying a robust closed-
loop hybrid Automatic Repeat Request (ARQ) coding technique based on the estimated 
angles of arrivals using AVSs. Then, we plan to modify our underwater acoustic testbed 
to investigate the design and fabrication of a new class of miniaturized and integrated 
AVS arrays that will enable reliable multimedia communications.  

This research program has a strong multidisciplinary component that involves a nexus 
of ideas from sensor technology, communications, networking, algorithms, statistical 
inference, and dynamical systems. Our methods and algorithms will have a wide 
applicability in areas of science and technology that concern (i) real-time multimedia 
transmission of coordinated robots and (ii) the study of dynamic interaction of such 
robots with their environment and the humans.  
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Programming a network service is the process of transferring the designed service logics to the running 

code at control plane and writing the forwarding logics and control states to the data plane.  A distributed 

control plane (DCP) of SDN can enable a network service to be developed and deployed in a large scale.   

However, with a distributed control plane, the programming tasks can also be significantly complicated 

due to the handling of the asynchronous updating of data plane states and the service control states. 

Moreover, the development of each new service will have to undergo the same burden for such handing. 

This poses great challenges to developers with the need for mastering the principles and practices in the 

distributed computing and control area. The quality of the code will be jeopardized as well.   In order to 

reduce the complexity for programming a network service in DCP, we propose a programming control 

layer (called GRACE) as a generic solution to help achieve the consistency during the update procedure 

and also to allow the reuse of the service control states.  This paper introduces the design goals and 

system architecture of the abstract framework of GRACE layer and its impact on the programmability of 

DCP.  Two popular network services are used to illustrate the two key properties of SDN so enhanced, 

namely, reconfigurability and reusability via GRACE. The two examples are Information-Centric 

Networking (ICN) and Content Distribution Networks (CDN). NS-3 simulations and PlanetLab 

emulations are conducted to show the advantage of using the GRACE layer for ICN and CDN. Results 

show that the ICN Interest delay is reduced by 19.6% and CDN request delay is reduced by 81% in 

extremely harsh network conditions 
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Abstract: 

Tail-Biting Convolutional Codes (TBCC) has found advantages in coding short messages for application in 

Internet of Things. With a constraint length of K and coding rate of r=1/n, the full tail-biting (FTB) codes 

and the direct-truncate convolutional (DTC) codes for a length L data block achieves the exact coding 

rate of 1/n, while the conventional zero-tailing convolutional (ZTC) codes suffer from a reduced rate of 

L/(n(L+K-1)).  This paper reports an ocean experimental study of two TBCCs for short data block lengths 

such as L= 12, 25, 32, 64 bits in comparison to L= 512 bits. The experimental result for severe multiplath 

fading channels without channel equalization show that, when the block length is less than 64, the FTC 

and ZTC codes achieve comparable BER performance on the order of 1 percent, while the DTC codes 

suffer considerable BER degradation. When the block length is 64 and larger, all ZTC, FTB, and DTC codes 

suffer from the inter-symbol-interference (ISI) induced by the multipath fading channels and channel 

equalizer is required to correct the ISIs. Both simulation and ocean experimental results demonstrate 

that the FTB codes are excellent candidates for underwater acoustic communication systems where 

short data blocks and strong error correction codes are needed.   
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Title: A hierarchical Gaussian mixture model for sparse broadband time varying 
acoustic response functions with application to coherent reception of M-ary 
orthogonal spread spectrum signals at very low SNR.
 
 
Abstract: Mixture models can be employed to capture the essential features of an 
acoustic response function over angle, frequency and Doppler. Such models can be 
given structure through latent parameters such that the sparsity of the response can 
be parameterized. Here a hierarchical Gaussian mixture model is proposed to 
characterize sparse shallow acoustic response functions in the beam, frequency and 
Doppler domain. The mixture model is based on the assumption that acoustic energy can 
be partitioned into two sets. The first is a relatively coherent set of arrivals that 
on average exhibit a Doppler spread profile across frequency. It is parameterized by 
the aggregate mean speed between platforms during the transmission. All remaining 
elements in beam, frequency and Doppler are dominated by multiple surface scattered 
arrivals that exhibit a spectrally flat Doppler. The hierarchy establishes 
constraints on the parameters of each of these Gaussian models such that coherent 
components of the response are both sparse and in the ensemble obey the Doppler 
spread profile. The partition is accomplished with a latent Bernoulli model that 
indicates the ensonification state of each element in the beam bi-frequency 
representation of the acoustic response. To lend credence to the model we introduce 
quantile-quantile plots from a large volume of broadband acoustic recordings. The 
agreement provides sufficient incentive to build channel estimators and a receiver 
algorithm for broadband coherent reception. The implied posterior estimation of the 
time-varying acoustic response for the full duration of a broadband transmission are 
developed and shown to be classic shrinkiage rules for response coefficients. This 
minimum mean square error (MMSE) estimate is employed to compensate for the shared 
time-varying dilation process among the coherent arrivals. The model is tested with 
acoustic communication recordings taken in shallow water at very low signal-to-noise 
ratios. The posterior mean is effective in nulling out most of the non-coherent 
energy allowing for the bulk shared dilation process to be tracked at very low signal-
to-noise ratios. The approach ameliorates response coherence degradation and can be 
employed to enhance coherent multi-path combining and serves as a useful alternative 
to time recursive estimation. The channel model and the attendant estimators are 
employed with M-ary orthogonal spread spectrum signal sets. The considered symbols 
are convolutionally orthogonal over the entire multi-path delay spread of the channel 
and permit minimum mean square error (MMSE) estimation of an observed acoustic 
response function with minimal computational effort at the receiver. Iterative joint 
symbol and broadband channel estimation is implemented for coherent symbol decisions 
without the use of intra-packet training symbols of any kind. The approach allows for 
the compensation of the shared time varying Doppler process of the various coherent 
arrivals and is demonstrated with at-sea recordings at extremely low received SNR. 



1

Self-Configurable Physical Layer for UWA
Communications: from Single to Multi-User

Optimization
Francois-Xavier Socheleau, IMT Atlantique, Lab-STICC, UBL, 29238 Brest, France

Abstract

Software-defined underwater acoustic (UWA) modems are now mature enough [1] to motivate the development
of adaptive optimization algorithms dedicated to on-the-fly configuration of physical (PHY) layers. Self-configuration
of modems is a key enabler to improve efficiency and robustness of digital communications through underwater
channels. In practice, UWA propagation channels fluctuate in time, frequency and space [2]. In the absence of
spectrum regulation, UWA communication systems may also suffer from unintentional jamming due to interference
from other acoustic sources [1], [3], [4]. All these varying phenomena contribute to drastic changes in the quality
of UWA communication links from one environment to another. Therefore, to maintain some quality-of-service in
changing soundscapes, adaptive self-configurable PHY layers are required. In this talk, we will discuss the challenges
and opportunities faced by self-configurable modems. Our analysis will be based on a literature review of single-
user scenarios and perspectives relying on the game-theoretical framework will also be presented in the multi-user
context.

The key parameters to consider in self-configuration problems are (i) the performance metrics to optimize,
(ii) the set of actions available at the PHY layer to adapt to specific environments as well as (iii) the amount of
environmental information available to modems. All these parameters impact the performance achieved as well as
the reactivity to soundscape changes. Performance metrics are usually related to spectral efficiency, power/energy
consumption and to robustness/outage-probability expressed as a function of the bit-error-rate (BER) or the signal-
to-(interference-plus)-noise ratio (S(I)NR). Depending on the operational needs, one metric is optimized subject to
constraints on the others. As for the set of actions available at the PHY layer, it usually includes power, modulation
order, frequency selection and coding schemes. Among the three key parameters listed above, the last one is surely
the most specific to UWA communications. Information on the acoustic environment is often acquired by analyzing
signals at reception and is then forwarded to the transmitter through a feedback link. Since sound propagates slowly
and channels may exhibit short coherence times, adaptation with respect to instantaneous channel state information
(CSI) is rarely possible. The CSI must either be predicted based on past information or averaged over time. Because
the bandwidth is limited underwater, low signaling overhead is also desirable. The difficulty is then to find the right
compromise between fine and coarse-grained feedback information in order to reach and track efficient operating
points without too much overhead.

The benefits of self-configurable PHY layers for single-user UWA communications have been shown in several
works over the past ten years [5]–[9]. In [5], an adaptive modulation system using BPSK and M-QAM constellations
signaling is proposed to maximize the spectral efficiency under a BER constraint in Nakagami-fading channels. In
[6], the authors present a power adaptation scheme tracking large-scale fading, with the objective of maintaining a
constant SNR at the receiver. The joint optimization of the modulation order and the power under a BER constraint
is proposed in [7] for OFDM systems. In [8], an OFDM transmitter with the capability of switching between five
discrete modulation and coding pairs according to a SNR metric is described. More recently, data mining has been
used to extract from past experiments the relationship between the BER and the characteristics of a specific channel
so as to choose the right constellation order of a PSK modem [9].

As human activities undersea are being developed, the use of the UWA channel is likely to increase. Therefore,
there is/will be needs to maintain good coexistence between multiple anthropogenic sound sources. When these
sources are noncooperative and interact by trying to access the same channel, only decentralized optimization of
PHY layers is possible. For multiuser UWA communications evolving within the same network, both centralized and
decentralized optimization can be considered. Decentralized approaches may be preferred when networks should be
robust to node failures (maintenance underwater is not always possible) and/or a central node cannot be reached
(e.g. due to changing propagation conditions or failure). In the very recent works [10]–[12], game-theory has been
shown to be a relevant framework to optimize multiuser UWA communications in decentralized configurations. In this
context, autonomous learning of the best transmission strategy is acquired by modems thanks to repeated interactions
with their acoustic environment. During this talk, in addition to reviewing examples from the literature, we will also
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present the main results obtained so far with the game-theoretical framework and discuss challenges/opportunities
faced by such an approach.
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Software-defined open-architecture
platforms for underwater communication
& networking
by Mandar Chitre

Abstract

Underwater communication is not new, but it is challenging. Electromagnetic waves do not propagate well
underwater, and therefore radio/optical communication is limited to short ranges. Acoustic waves provide
means to communicate over longer ranges, but offer much lesser bandwidth, and their propagation is very
sensitive to the environment. What works in one place does not necessarily work in another. What works
on one day does not necessarily work on another, even in the same location. Many of us have chipped
away at the problem of robust high-speed underwater communication for years, and documented
numerous ways to overcome challenges posed by specific environments and applications. For example,
sparse adaptive equalizers might allow high-speed single-carrier communication in challenging shallow-
water channels with long delay spreads, but distinct arrivals. On the other hand, if the arrival structure is
more diffuse, perhaps an OFDM system with a guard prefix might perform better. In warm shallow waters,
we might need robust detection and equalization methods to deal with the impulsive snapping shrimp
noise. But in deeper waters, the challenge of a complicated sound speed profile might require us to advise
an AUV to change its depth to ensure communication. No single solution fits all – we need a suite of
techniques, and ways to adaptively switch between them, in order to achieve good communication in a
variety of situations.

To take underwater communications research to the next level, we need ways to be able to implement and
test our ideas rapidly, and in real-time at sea. With modern techniques that require channel state
information at the transmitter, it no longer is possible to run experiments by transmitting a few signals,
recording them, and then processing them offline. Software-defined open-architecture (SDOA) modems
enable researchers and end-users to implement new techniques, and adaptively change the behaviors of
the modems, without the need to have manufacturer customize the modem. More importantly, it allows the
modem to be used in ways that the manufacturer did not even envision.

Underwater communication networks are relatively newer and fewer. This is because the modems
available have been limited in performance, and the cost and logistics of network experiments prohibitive.
While many great ideas have been presented in conferences/workshops, and some published in peer-
reviewed journals, most of them have only been “demonstrated” in simulation and not in the field. A
combination of affordable SDOA modems and online networking testbeds are necessary to allow
researchers to experiment with novel ideas, in order for underwater network research to progress rapidly.

We embraced the idea of SDOA modems over a decade ago. Initial engineering challenges were slowly
resolved through a combination of novel approaches and emerging technologies. In this talk, I will provide
a brief overview of the architecture, evolution and use of our SDOA modems and online networking
testbed. I will also provide an insight into some of the research directions we are pursuing, and engineering
solutions that support it.
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Distributed underwater sensors and systems can construct a common picture in the shallow 
water environment. The NRL vision is to provide technology breakthroughs and innovative 
system concepts that provide a netted distributed system in a multitude of environments. This 
requires automated fixed and mobile communications with low SWaP and cost. These future 
autonomous networks will require reliable, long-range, and high-rate communications to 
enable data fusion, control, and exfiltration. Here a brief overview will be given related to the 
general state-of-the-art, NRL research efforts, and future directions. [Work supported by ONR] 
 



Physical Layer Bandwidth Limitations Imposed by Transducer Selection. 
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Acoustics communication in the underwater environment require useable bandwidths that are typically 

limited by the choice of the physical electroacoustic  transducer, tuning and matching circuits, and 

amplifier. General design approaches, piezoelectric material choices, and engineering tradeoffs of 

various transducer transmit systems (modeled and measured) are considered for requirements of 

usable bandwidths of 10, 20 and 30kHz and beyond. 
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The NILUS bottom sensor node has been developed over the past 10 years, performing 
passive acoustic detection of targets [1]. Processed sensor data are delivered to the user 
through a network, originally using Benthos modems and the Seaweb protocol. Recently, the 
nodes have been (optionally) equipped with a software-defined modem [2] and the Dflood 
network protocol [3]. The latest development is a dual-frequency extension of the modem, 
offering a medium frequency (4 kHz—8 kHz, MF) band for long-range connectivity and a high 
frequency (26 kHz—30 kHz, HF) band for short-range data communication at potentially 
higher rates. The HF band uses small transducers, which allows lightweight vehicles to be 
added to the network. 
 
Field experiments were performed in October 2017 in the Grevelingen Estuary in the 
Netherlands. The network consisted of 5 NILUS bottom nodes and an Oceanscan Light 
Autonomous Underwater Vehicle (LAUV, [4]). Key ingredients of this network are as follows.  
 
At the physical layer, the frequency-repetition spread spectrum (FRSS) modulation is used, 
which is a simplified version of the modulation scheme originally proposed in [5]. FRSS 
combines a low complexity with robustness to multipath and noise, and the data rate can be 
tuned through adjustment of the length of the spreading code.  
 
Dflood is a reduced flooding protocol where a counter-based scheme for flooding restriction 
is combined with a mechanism for adaptation of backoff times. Dflood can also employ 
retransmissions, in which case scheduled retransmissions are subject to the same flooding 
restriction rules as the initial forwarding of a packet [3].  To accommodate communication 
with the LAUV, which requires a higher frequency band due to transducer size restriction, 
the Dflood implementation was augmented with dual-band functionality.  
 
Both the physical layer, implemented in C, and the network layer, implemented in the ns2 
framework, are running on an ARM-based Variscite system-on-module in real time on all 
platforms. The NILUS modem transducer is equipped with a transducer for each band, while 
the LAUV’s transducer only covers the higher frequency band. 
The network was used concurrently by the NILUS node and LAUV application layer and the 
LAUV. The dual frequency band configuration provided the capacity to communicate with 
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the LAUV through the low-frequency network, covering communication ranges longer than 
possible with high-frequency modems alone. 
 
The first analysis results of the 2017 Grevelingen trial will be presented at the workshop. 
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In this talk, the foundation of underwater acoustic communication through acoustic particle velocity 
channels is presented. Typically the pressure scalar channel of the acoustic field is used for underwater 
communication. The key idea here is to take advantage of the vector components of the acoustic field, 
such as the three components of acoustic particle velocity. Our experimental results indicate that velocity 
channels are promising for reliable and high speed communication. The small size of particle velocity 
transceivers is another foreseeable advantage over large pressure-only arrays used for improved 
communication. This is because the velocity channels can be measured at a single point in space. 
Compact size of such transceivers makes them particularly useful for applications with considerable size 
limitation. 

 
When it comes to particle velocity vector channels, one faces communication channels that are less 

understood than the acoustic pressure channel. Characterization of multipath propagation in particle 
velocity channels is quite important. This allows to study different types of time, space and frequency 
correlations that may exist among these communication channels. Important particle velocity channel 
parameters such as delay and Doppler spreads need to be investigated as well. Path loss also needs to be 
studied. Efficient coherent and non-coherent signaling schemes that are tailored to the specific 
characteristics of velocity channels should be devised. This requires integration of the unique physics of 
underwater acoustic propagation, i.e., particle velocity, into signaling methods and transceiver design, to 
achieve high data rates. 

 
In addition to some basic formulations, experimental results are presented in the talk, to demonstrate 

the usefulness of underwater vector acoustic communication. 
 



Channel Estimation for Leaked, Time-varying Underwater Acoustic Channels with 
OFDM 
 
Amr ElNakeeb & Urbashi Mitra 
 
The problem of time-varying narrowband leaked Orthogonal Frequency Division 
multiplexing (OFDM) channel estimation is considered.  The leakage effect results 
from practical constraints on communication systems: finite bandwidth and block 
length.   While underwater acoustic channels are well modeled as sparse, these 
practical constraints render a sparse channel into a non-sparse one. The inherent 
low-rank structure of the received signal, determined by the number of dominant 
paths of the channel, is exploited. The current work extends prior work on single 
carrier systems to OFDM.  It is shown that the leaked OFDM channel is separable 
in delay and Doppler domains,  The needed characterization of the linear 
transformation of the transmitted signal at the receiver is provided.  A convex 
optimization approach, based on the atomic norm heuristic, is developed. 
Optimality and uniqueness of the proposed channel estimation method are shown. 
Numerical comparisons to purely sparse methods based on  𝑙! are provided and it 
is observed that our new method offers an average improvement of 8 dB with 
regards to the mean-squared error.   The proposed method is applied to  
MACE'10.	experimental data and shown to offer strong improvement over other 
methods.  The approach can also be cleanly extended to the MIMO case. 
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I. SHORT ABSTRACT

With the growing use of underwater acoustic communi-
cation for both industry and military operations, the need
to ensure communication security arises. A particular chal-
lenge is underwater acoustic networks (UWANs), which are
often left unattended over long periods of time, and may
include irregular transmissions. Currently, due to physical
and performance limitations, packets of UWAC rarely include
encryption, and thus the UWAN is exposed to external attacks
faking legitimate messages. In this work, we propose a new
algorithm for message authentication in the setting of an
UWAN. Our key idea is based on the observation that, due
to the strong spatial dependency of the underwater acoustic
channel, an attacker can mimic the channel associated with
the legitimate transmitter only for a single or a small set
of receivers. Our scheme is based on cooperative operation
of a set of trusted nodes reporting to a sink node. For each
incoming packet, the sink fuses beliefs evaluated by the trusted
nodes to reach an authentication decision. These beliefs are
based on the evaluated channel coefficients, which are chosen
to be the most sensitive to the transmitter-receiver location
pair. Our simulation results show accurate identification of
an eavesdropper’s packet. We also report results from a sea
experiment demonstrating the effectiveness of our approach.

II. INTRODUCTION

The investigation of security mechanisms tailored to the spe-
cific characteristics of underwater acoustic channels (UWACs)
has been recently gaining momentum. In particular, it has
been observed that only in some specific cases can terres-
trial wireless radio network security techniques be directly
applicable under water: for example, this is the case of
well-known elliptic-curve cryptographic schemes, which have
been evaluated for underwater applications in [1]. In most
other cases, a systematic re-thinking of security schemes and
strategies has to be carried out [2]. This fact spawned a number
of contributions that have tried to exploit some characteristics
of UWACs to achieve, e.g., jamming resistance [3], [4], a
flooding scheme that is resilient to Denial-of-Service (DoS)
attacks [5], secure key generation [6] and communications that
are covert in noise [7].

In this paper, we focus on a specific problem, namely end-
to-end physical layer authentication in underwater networks.

Authentication mechanisms make it possible for a node to
prove that it is a legitimate member of the network, and there-
fore allow controller nodes or sinks to trust the data sent by the
node. This step is of great importance especially in monitoring
and tactical scenarios, where networks may be attacked and
it may become necessary to distinguish between bogus and
real data communications. To enable node authentication,
we take an approach that is completely based on channel
characteristics that are measurable and can be shown to vary
mildly over time, slow enough to be approximated as constant
over the duration of the authentication process. Specifically,
by taking an ensemble of data from more than a hundred
sea experiments, we demonstrate that channel and transmitter
features like the number of channel taps, the delay spread,
the received power level, the time-of-arrival, and the Doppler
shift are both sufficiently constant over time and sufficiently
diverse for different transmitter-receiver pairs. This makes a set
of parameters amenable for authentication purposes. We take
advantage of this diversity by systematically measuring the dif-
ference between expected and received channel characteristics,
and leverage this measurement to provide an estimate whether
a received packet originates from a legitimate transmitter.

III. SYSTEM MODEL

We consider an underwater acoustic network a sink node
assisted by N trusted nodes, one legitimate transmitter and
one attacker. Transmissions are organized in packets of T
symbols. The focus of this paper is the authentication of a
packet received by the sink node with the support of the
trusted nodes, i.e., the sink aims at determining if the packet
is coming from either the legitimate node or the attacker. The
aim of the attacker is to let his packet been recognized as
authentic by the trusted nodes. The authentication is based
on the acoustic communication channel characteristics, rather
than on cryptographic techniques. Trusted nodes support the
authentication process, while not knowing the outcome of it,
i.e., as the sink collects data from the trusted nodes, it does not
broadcast the decision on the authenticity, in order to increase
the spectral efficiency of the system.

We assume that the attacker is a single malicious node
equipped with a single transmitter able to perform any kind
of signal processing on its transmitted packet. In particular it
has unlimited power transmission capabilities, it can filter the



transmitted signal in order to let the trusted node estimate a
different channel, it can simulate the effects of Doppler and
superimpose signals to the message. For her purposes we also
assume that that attacker knows:

1) the position and speed of both the trusted nodes and the
legitimate node;

2) the training signals used for channel estimation by the
trusted nodes;

3) the statistical correlation of her channels to each trusted
node/legitimate node with the channels between the
legitimate node and the trusted nodes;

4) the instantaneous channels from her to both legitimate
node and the trusted nodes.

Our proposed authentication method relies on features ex-
tracted from the UWAC. These features are assumed to be
location-dependent such that, assuming the legitimate trans-
mitter is located away from the eavesdropper, the channel
experienced by a trusted node for packet received from the
legitimate node is much different than that of the eavesdropper.
While the UWAC is considered a time varying channel, we
assume the distribution parameters of the channel parameters
used for authentication hardly change as long as the location
of the transmitter does not change much. As we discuss further
on, we validate this assumption based on more than 100 sea
experiments recorded in various times of year for different
environments over four years.

As we perform authentication at the sink node, we do
not assume that the trusted nodes know which among the
received packets have been authenticated. Otherwise, a feed-
back message is required from the sink to the trusted nodes,
which, due to the low reliability of UWAC and the slow
propagation in UWAC networks, is costly and risky. Besides,
such acknowledgement can be used by the eavesdropper either
to adapt its attack or influence the trusted nodes by faked
acknowledgments.

Each transmitted packet is labeled with a unique identifi-
cation (ID) number that prevents replay attacks. Moreover,
trusted nodes are assumed to be roughly time-synchronized
with a resolution corresponding to the expected transmission
rate of the packets by the legitimate transmitter, and the
propagation delay in the channel. That is, we assume that
the times at which the trusted node receive a packet with
a specific ID (according to their own clock), are within a
reasonable time span. This prevents the retransmission of
the same packet by the attacker with beamforming/channel
modification techniques aimed at passing the authentication
procedure.

IV. OUTLINE OF PRESENTATION IN THE WORKSHOP

In our presentation, we will describe the theoretical frame-
work behind our scheme. This will include the formalization
of the authentication decision as a distributed maximum like-
lihood procedure that is performed in both the trusted nodes
and in the sink node. We will also outline some possible
attacks by an eavesdropper again our approach, and discuss
their limitations. Then, we will show our evaluation of the
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Fig. 1. Authentication decision index from a sea experiment. Two scenarios
are shown for seven legitimate packets and two eavesdropper’s packets. Both
packet types are well distinguished by the value of the decision index.

best authentication parameters that resulted from analysis of
measured emulated channel (see [8]). Finally we will show
results from a numerical evaluation and from a sea experiment.

A taste of results we obtained from the sea experiment is
shown in Fig. 1. The figure shows values for a decision index
about a non-legitimate packet, where the higher the index,
the more probable the packet belongs to an eavesdropper.
Two scenarios where tested. In both, we collected data from
three trusted nodes that decoded and evaluated packets from
two transmitters — one considered the legitimate transmitter,
and the other considered as the eavesdropper (eve). The
nodes where placed roughly 300 m apart in water depth of
25 m near a coal peer in northern Israel. As observed from
Fig. 1, the packets from the legitimate transmitter and from
the eavesdropper are well distinguished by the value of the
decision index.
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Multimodal networking in underwater scenarios 
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Multimodal communications and networking is emerging as a promising paradigm for 

underwater scenarios. Optical communications can be used in some cases, e.g., for ROV 

proximity control and data exchange, data muling, and swarm scenarios, whereas acoustic 

communications provide a reliable fallback or a robust signaling architecture, besides being the  

only available choice for extended range. After the first few works on characterizing which 

technology is to be used according to distance and to propagation and environmental conditions, 

and on switching algorithms to make instantaneous optimal decisions, this combination of 

technologies needs to be brought to the next level. Examples of the usage of dual  

connectivity in a terrestrial scenario shows that a synergy can be had between different 

technologies, which provide diversity, different and complementary performance, and can even 

be used together (e.g., one for data and one for signaling, or simultaneously using protocols such 

as multi-path TCP). These paradigms open up new opportunities that have not yet been 

considered and may provide a rich research area, especially in a multi-user and heterogeneous 

network architecture. Challenges and opportunities in this area need to be identified and new 

solutions need to be developed. 
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As a small society, underwater acoustic signal processing and communication was traditionally 

underfunded by National Natural Science Foundation of China (NSFC). In 2013, a dedicated 

workshop was organized jointly by three departments of NSFC: Information Sciences, Earth 

Sciences, and Mathematical and Physical Sciences, which attracted many researchers inside 

and outside. As a result, starting from 2014, a special program on underwater acoustic 

network communication and sensing was established which has supported a number of key 

projects on top of general projects. The key projects involved theory and technologies of 

underwater data acquisition and reliable transmission, mobile nodes automatic access and 

dynamic networking, nodes positioning, cooperative target detection, and distributed ocean 

environmental sensing, all based on underwater acoustic sensor networks. In this talk, some 

of the recent progresses are reported and potential collaboration topics are identified for 

further discussions. 

 



Directionality for Underwater Communications
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Directionality has largely been ignored for digital acoustic communications (acomms) in
contrast to most RF communication systems. While there have been a few uses of vertical
arrays, e.g. Preisig, et al and of horizontal arrays, e.g. Song, et. al, we mostly still broadcast
to all 4π steradians and we listen to the same. Directionality offers i) a cleaner channel
with less unwanted clutter, ii) higher signal to noise levels (SNR) and iii) covertness. The
cleaner channel leads to more robust coding and modulation methods; the higher SNR leads
to more channel capacity; covertness leads to better stealth. The issue for directionality is
to have enough “real estate” for high values of L/λ, or the ratio of aperture scale to the
carrier wavelength for either the transmitter or receiver. The omnidirectional, or even dipole,
transmitters are not useful for this. Similarly, receivers with just a few hydrophones are not
useful.

Many current applications of acomms involve a unmanned underwater vehicle (UUV) at
one terminus. We are now witnessing UUV’s whose horizontal dimension does have useful
values L/λ to achieve beamwidths of ten degrees or less if we can use a high enough carrier
frequency for the desired range, so there is a significant opportunity to improve the physical
layer of an acomms system by using horizontal line arrays (HLA’s). Similarly, there are
applications which can employ large vertical line arrays (VLA’s) although these usually have
restricted mobility. The question arises is why have we not witnessed directional acomms
systems? While one reason may be aperture scales, the challenging issues are acquiring
and tracking narrow beamwidth signals. The complicated acoustic propagation for a vehicle
moving rapidly through the ocean environment is nexus of the problem. For examples,
the channel impulse response varies rapidly with source/receiver locations because of both
deterministic and random processes where a receiver array may confuse the multipaths or
here are regions where the transmission losses became very large only to recover rapidly
such as at the edge of convergence zones. This is equivalent to keeping a narrow beam
flashlight pointed at light source coming which comes from many directions and turns on
and off rapidly. One can easily assert that the tracking problem is much harder than the
communication ones.

In this presentation we consider the design of a directional acomms system and its use
on some contemporary UUV’s.
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